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Abstract— This project aims to establish a framework for social data analysis, with a particular emphasis on leveraging criminal
records and applying descriptive computational techniques such as associative algorithms and decision tree rule extraction. The methods
and tools discussed in this work will enable the identification of patterns, providing a guided means to recognize similarities between
recurring situations in the social sphere, utilizing descriptive techniques and data visualization. The study area has been defined as the
city of S&o Paulo, focusing on the structuring of social data and the quality of the information. A set of tools will be validated, including
the use of databases and visualization tools for the results. Among the main deliverables of the project are the discoveries made during
the research phase. The effectiveness and utility of the results will rely on studies involving real data, validated both by domain experts

and through the identification and comparison of the patterns found in this study with.

Index Terms— Social Data Analysis, criminal records, computational techniques, Data Mining, Big Data.

I. INTRODUCTION

Studies on crime are of great importance to understand the
factors that lead to the occurrence of crimes and to develop
effective public policies to prevent them. In the city of S&o
Paulo, one of Brazil's main urban centers, crime is a complex
and multifaceted problem that affects the lives of citizens and
the city's economy.

Several authors have been dedicated to the study of crime
in the city of S&o Paulo over time, with different approaches
and perspectives. Among them, we highlight the sociologists
Sérgio Adorno, the criminologist Guaracy Mingardi [1] [2],
[3]. Some of the studies associated with the study of crime in
the city of S&o Paulo in Brazil with computational techniques
are applied by Garcia [4], [5]

These authors approach crime from different angles, such
as organized crime, violence in the peripheries, the
relationship between poverty and crime, the effectiveness of
public security policies, among other relevant themes. His
studies and research contribute to the understanding of the
factors that influence crime in the city of S&o Paulo and to the
development of more effective public policies.

In addition, authors who study data mining, such as Han
and Kamber, Kononenko and Fayyad, have developed
techniques for analyzing large data sets and identifying
patterns and trends in different areas, including crime and [6]
[7] social data [8]. These authors have proposed
methodologies and tools to identify and interpret data
patterns in the most varied contexts, such as clustering,
decision trees and neural networks, associative patterns,
among other techniques.

Thus, this study seeks to incorporate the contributions of
these authors to develop a framework for the analysis of
criminal data in the city of Sdo Paulo, but not limited to it,

which uses data mining techniques and approaches the
complexity of this phenomenon from different perspectives.
It is expected that this methodology will contribute to the
development of evidence-based public policies in order to
make the city of Sdo Paulo safer and with a higher quality of
life for its citizens.

Social data analytics has been widely used in a variety of
fields, such as public safety, health, and finance. In the
context of public safety, data analysis can help prevent and
combat crime by identifying patterns and trends in criminal
occurrences. In this sense, the development of a social data
analysis framework can contribute to the understanding of
criminal  phenomena and evidence-based decision
making.[9], [10]

The objective of this study is to develop a structure of
analysis of social data, using criminal records of the city of
S8o0 Paulo and applying descriptive computational
techniques, such as associative algorithms and extraction of
decision tree rules. Data analysis will be performed with a
focus on discovering patterns and similarities between
recurring situations in the social sphere, through descriptive
techniques and data visualization. The quality of information
is a central concern in the study, and a set of technological
tools, such as databases, machine learning libraries, and
results visualization tools, will be validated.

Il. METHODOLOGY

Based on the four-step cyclical approach (acquisition,
validation, projection, indication), the proposed methodology
for the development of public policies to combat crime in the
city of Sdo Paulo using data mining techniques, artificial
intelligence, data analysis and social techniques includes the
following components demonstrated in Figure 1.
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Components:

Treatment: includes the preparation and cleaning of the
raw data, as well as the conversion to a format suitable for
analysis. [11] Another point made by this component is the
crossing with different sources of data related directly or
indirectly to the context of evaluation. As most of the public
data are anonymous in Brazil, in this component a strategy of
linking by geographical location of the most varied types to
be validated by specialists is adopted.

Consistency: involves validating the data to ensure that it
is correct, complete, and coherent. We evaluate in this
component issues related to dates, addressing and business
rules relevant to the collection of data that may influence the
treatment, for example, for security and respect for the laws
of data processing in Brazil when the crime occurs in the
residence of the victim this address is registered as null or
empty. We build new attributes to contemplate this context in
real data, [12] such as address attributes, which we transform
into latitudes and longitudes.

Rules: define the criteria and methodologies for data
analysis [13]. For each evaluation context it is necessary to
establish the evaluation rules, that is, rules for defining the
format that the data will be presented in the following steps,
defining a technical construction from the perspective of
social data specialists.

Final data: are the data ready for analysis, after
undergoing treatment and consistency respecting the rules
established for the evaluation context [14] .

Analysis: is the application of data mining techniques to
extract relevant information from the data. [15] In this
component is applied different techniques present in the areas
of studies of data analysis, artificial intelligence among
others, the purpose is to obtain quantitative data for a
qualitative evaluation from the perspective of social data.

Quantitative  visualization: involves the visual
presentation of analysis results, such as graphs, tables, and
maps.

Main component:

Specialists in social data: are the professionals
responsible for interpreting the results of the components
reported, thus, the analysis of social data related to crime.
Because it is an extremely delicate subject, validation
through experts is a priority in our approach even if
statistically the data wants to express another result. In this
way in our framework the results are not validated if the
experts do not agree with some aspect generated through the
set of components, thus, it is necessary, but an execution of
the cycle to ensure the integrity of the partial and final
deliveries of the approach.

Steps:

Acquisition: at this stage, data on crime in the city of Sdo
Paulo are collected from different sources, such as police
records, demographic data, urban infrastructure data, among
others. Collecting and transforming the data in order to be
with integrity for a given evaluation context.

Validation: At this stage, the collected data is subjected to
a validation to ensure that it is correct, complete and
coherent. Data quality checks are also carried out to ensure
that there are no errors or inconsistencies.

Projection: At this stage, validated data is processed and
analyzed by social data experts using data mining techniques.
The rules of analysis and methods for extracting relevant
information from the data are defined.

Indication: In this step, the results of the analysis are
presented in a quantitative visualization, such as graphs,
tables and maps. Based on these results, indications and
suggestions are made for the elaboration of public policies to
combat crime with quantitative foundation and qualitative
validation, always from the perspective of specialists in
social data.

With this methodology, it is expected to obtain relevant
information on crime, which can be used for the elaboration
of effective public policies to combat crime and improve
public safety. Making the process of discovery and use of
knowledge more coherent and efficient for certain contexts of
studies and evaluation.

The technology used for the development of data
collection programs was Python because it has several
advantages over data analysis. Python is a general
programming language, which means it can be used for a
variety of tasks, including data analysis, machine learning,
web development, and more. Tin an active and engaged
community, which means that there are many resources
available to learn and utilize the language, as well as many
open-source libraries for data analysis, such as NumPy,
Pandas, Matplotlib, Spark, among others [15].
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The results of the project to develop a structure for the
analysis of social data based on criminal records of the city of
Séo Paulo and the application of descriptive computational
techniques are diverse and can bring significant contributions
to the understanding of criminal phenomena and
evidence-based decision making.

Some possible contributions obtained from the results of
this project are:

Identification of criminal patterns and trends: The analysis
of criminal data can reveal patterns and trends in relation to
the most common types of crimes, places with a higher
incidence of occurrences, times with a higher probability of
crimes, among other relevant aspects.

Identification of risk areas: Data analysis can identify areas
of risk, that is, places where the incidence of crime is higher.
This information can be useful for planning public security
policies.

Assistance in decision making: The results of data analysis
can be used as a basis for decision making regarding the
allocation of public safety resources, planning of
crime-fighting operations, among other relevant aspects.

Identification of similarities between criminal situations:
Data analysis can allow the identification of similar criminal
situations, which can be useful for planning strategies to
prevent and combat crime.

Evaluation of the effectiveness of public security policies:
The results of data analysis can be used to evaluate the
effectiveness of public security policies, allowing the
identification of measures that have worked well and those
that need to be improved.

IV. CONCLUSION

The project to develop a structure for the analysis of social
data based on criminal records and the application of
descriptive computational techniques presents great potential
to contribute to the understanding of criminal phenomena and
evidence-based decision-making in the city of So Paulo. The
results obtained through the analysis of criminal data can be
used for the planning and implementation of more effective
and targeted public security policies. It is important to note
that this project is only a starting point and that there are
many possible future works, such as:

Broadening the scope of the analysis: The project can be
expanded to include data from other cities or regions of the
country, allowing the comparison of criminal patterns
between different geographic areas.

Application of other data analysis techniques: In addition
to the descriptive techniques presented in this project, other
data analysis techniques, such as data mining or machine
learning techniques, can be used to enhance pattern analysis
and discovery.

Evaluation of the impact of public policies: In addition to
evaluating the effectiveness of existing public policies, it is
important to evaluate the impact of new policies
implemented based on the results of data analysis.

Improving data quality: Data quality is a critical factor for
the success of data analysis. It is important to ensure the
quality of the data collected and stored to ensure the
reliability of the results obtained.

In short, the project presented offers a set of tools and
methodologies that can be explored in future work to improve
the understanding of criminal phenomena and the
effectiveness of public security policies.

One of the main difficulties we encountered was in relation
to obtaining data, although we have laws that guarantee
access to this type of data, each administrative unit in Brazil
has administrative and legal autonomy, that is, each of our
states and municipalities can legislate on how to disclose data
if there is no national law for the subject.

Another line of thought we have reached is that a public
policy of standardization of criminal information is
necessary, we have a continental country and this
standardization in the dissemination of crime data could
contribute to the advancement and fight of crimes. However,
it is necessary that this standardization occurs based on
evaluations by professionals with a social perspective and not
only in a numerical way.
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